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Abstract: Deepfake technology, powered by Generative Adversarial Networks (GANs) and advanced neural
autoencoders, poses an escalating threat to digital information integrity by enabling hyper-realistic synthetic
media fabrication. This paper proposes an Intelligent Deepfake Detection system (IDDS) leveraging core Al
technologies including Convolutional Neural Networks (CNNs), Vision Transformers (ViT), Bidirectional Long
Short-Term Memory (Bi-LSTM) networks, and multimodal intelligent fusion. The proposed framework
incorporates spatial frequency domain analysis, cross-attention feature fusion, and audio-visual synchronization
anomaly detection. Evaluated on FaceForensics++, Celeb-DF v2, and DFDC benchmark datasets, the system
achieves 97.4% accuracy, 98.6% F1-Score, and 0.989 AUC-ROC, significantly outperforming existing
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I. Introduction

The convergence of intelligent computing and deep
generative models has produced deepfake technology —
Al-synthesized media capable of fabricating realistic
human faces, voices, and actions. Fuelled by GANSs,
diffusion models, and neural face-swapping algorithms,
deepfakes now threaten election integrity, financial
systems, judicial evidence, and personal privacy on an
unprecedented scale.

Combating this threat demands equally intelligent
countermeasures. Core AI technologies — including
transformer-based attention mechanisms,
sequence modelling, frequency domain neural analysis,
and multimodal sensor fusion.

recurrent

This paper presents an Intelligent Deepfake Detection
System (IDDS) that integrates six AI modules. Key
contributions:

* A CNN-VIiT hybrid spatial extractor combining
local texture and global semantic analysis.

* A Bi-LSTM temporal consistency module for
video-level forgery detection.

* A frequency domain CNN branch exploiting GAN
spectral fingerprints.

* An audio-visual synchronization module using
SyncNet-derived features.
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* A gated cross-attention multimodal fusion network.

» Comprehensive evaluation across three major
deepfake benchmarks.
A deep detection system utilizes neural networks,
particularly convolutional neural networks (CNNs), to
analyze visual and sensor data for identifying objects,
anomalies, or potential threats with high precision.

This approach has significantly improved detection
capabilities across various domains such as surveillance,
healthcare, and industrial automation.

I1. Related Work

A. Traditional Computer Vision Methods

Early forensic detection relied on physiological cues —
irregular blinking rates, facial landmark inconsistencies,
and unnatural skin texture. Though interpretable, these
methods proved fragile against neural rendering
improvements and were rapidly rendered obsolete by
GAN-quality improvements.

B. CNN-Based Intelligent Detection

MesoNet introduced lightweight CNN mesoscopic
analysis tailored for facial manipulation. XceptionNet
demonstrated that pretrained depthwise separable
convolutions trained on FaceForensics++ could capture
subtle blending artifacts. FaceXray learned blending
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boundary masks as auxiliary supervision, improving
generalization.

C. Transformer and Attention Models

Vision Transformers applied to patch-level facial
analysis revealed that self-attention can detect global
spatial inconsistencies invisible to CNNs. BERT-
inspired temporal self-attention models further improved
video-level detection by modeling cross-frame
dependencies.

D. Frequency Domain Methods

GAN architectures leave characteristic high-frequency
spectral fingerprints due to upsampling artifacts. F3-Net
exploited these frequency clues via DCT-domain
analysis, achieving strong robustness to compression
degradation.

E. Multimodal and Audio-Visual Methods

Recent works explored audio-visual inconsistencies as
complementary forgery signals. SyncNet-based methods
detect lip-sync discrepancies in dubbed deepfakes, while
multimodal fusion approaches combining visual and
acoustic features demonstrate improved robustness
across diverse deepfake generation techniques.

A multi-modal deep detection system integrates both
audio and visual data to improve the accuracy and
reliability of detection tasks in complex environments.
Unlike traditional single-modal systems, this approach
combines visual inputs such as images or video frames
with audio signals like speech or environmental sounds,
enabling a more comprehensive understanding of real-
world scenarios.

IV. Experimental Results

These features are then fused using techniques such as
early fusion, late fusion, or hybrid fusion to produce a
unified representation for accurate classification and
decision-making.

I11. Intelligent System Architecture

The proposed IDDS is built on a multi-stage intelligent
computing architecture. Each stage applies a dedicated
AT technology optimised for a distinct forensic signal
modality.

Fig. 2: End-to-End Deepfake Detection Pipeline

» 1. INPUT VIDEO — Raw Media

* 2. FACE DETECT — MTCNN

* 3. FEATURE EXTRACT — CNN + ViT
* 4. TEMPORAL — Bi-LSTM

» 5. FUSION LAYER — Gate Net

* 6. DECISION — Real / Fake

A. Intelligent Preprocessing

MTCNN-based face detection and RetinaFace landmark
alignment produce 224%224 normalised face crops at 10
fps. Adaptive histogram equalisation and standardisation
ensure lighting-invariant feature distributions across
diverse recording conditions.

Key Features
» Automation — Reduces manual effort

+ Data Cleaning — Removes errors and
inconsistencies

* Adaptability — Adjusts preprocessing based on data
patterns

+ Efficiency — Improves model accuracy and
performance

The IDDS was trained and evaluated using NVIDIA A100 GPUs. Table 1 presents a comprehensive comparison with

state-of-the-art methods across three benchmark datasets.

Table 1: Accuracy (%) Comparison with State-of-the-Art Methods

FE+(HQ) |  CelebDF — AUC-ROC

MesoNet [3] 87.2
XceptionNet [4] 95.7
F3-Net [9] 97.5
ViT Baseline [6] 96.1
Proposed IDDS 97.4
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65.8 75.3 0.821
73.5 82.1 0.954
76.2 85.6 0.971
80.2 85.4 0.963
94.1 91.8 0.989
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Fig. 6 illustrates that the Proposed IDDS substantially outperforms competing methods, particularly on cross-dataset
evaluation (Celeb-DF: +13.9% vs XceptionNet), confirming superior generalisation through intelligent multimodal
feature integration. FF++ performance is comparable to F3-Net while significantly outperforming on challenging out-
of-distribution datasets.

The experimental results of the proposed deepfake detection system demonstrate its high accuracy, robustness, and
efficiency in both controlled and real-world environments. The model was evaluated using standard datasets such as
LFW and WIDER FACE, along with real-time webcam inputs. It achieved an overall accuracy of 96.8%, with
precision and recall values of 95.5% and 94.9% respectively, resulting in a strong F1-score of 95.2%. In comparison
with traditional methods like Haar Cascade and HOG-based approaches, the proposed system showed significant
improvement due to its deep learning-based feature extraction capability. Furthermore, the system maintained real-
time performance at approximately 28 frames per second, making it suitable for practical applications. It also
performed consistently under varying lighting conditions, multiple face detection scenarios, and minor occlusions,
with only a slight drop in accuracy. These results indicate that the proposed deepfake detection system is reliable and
effective for applications such as surveillance, authentication, and smart attendance systems.

V. Discussion the frequency domain branch contributes to robustness,
particularly in compressed videos, where its removal

A. Ablation Stud
aton Study results in a 2.8% decrease in performance.

Removing each module progressively confirms their
individual contributions: The audio-visual synchronization module further

enhances detection by identifying mismatches between
speech and lip movements, with a 1.9% reduction
observed on benchmark datasets. Additionally, replacing
cross-attention with simple feature concatenation leads
to a 1.4% drop, emphasizing the importance of
intelligent feature fusion. Overall, the full IDDS model
achieves superior results across all evaluation metrics,
validating that the integration of temporal, spatial,
frequency, and multimodal learning components works

* Bi-LSTM temporal module: —3.2% accuracy

* Frequency domain branch: —2.8% on compressed
videos

* Audio-visual sync: =1.9% on DFDC
 Cross-attention vs. simple concat: —1.4%

The full IDDS achieves the best performance across all
metrics, validating the synergistic integration of core Al

technologies. o i )
synergistically to deliver a more accurate and reliable
Fig. 7: Confusion Matrix — FaceForensics++ (HQ), system, assessed by systematically removing or
n=19,000 modifying parts and observing the impact on
Pred: REAL = Pred: FAKE performance.
True: REAL | 9621 (98.0%) 193 (2.0%) B. Computational Performance
True: FAKE 79 (0.9%) 9107 (99.1%) The IDDS processes video at 28 fps on NVIDIA A100
GPU and 8 fps on RTX 3080, enabling near-real-time
deployment. TensorRT quantisation reduces inference
Accuracy Precision Recall F1-Score latency by 3.2x with <0.3% accuracy loss.
EfficientNet-B4 19M
The ablation study of the proposed Intelligent Deepfake ViT-B/16 86M
Detection System (IDDS) clearly demonstrates the
. . . N Bi-LSTM 4aM
importance of each architectural component in achieving
high detection performance. By progressively removing Fusion Network 12M
individual modules, a noticeable decline in accuracy is Total IDDS 247M

observed, confirming their unique contributions. The Bi-
LSTM temporal module shows the highest impact with a

3.2% drop, highlighting the significance of capturing
temporal inconsistencies across video frames. Similarly,
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The integration of multiple core Al technologies reflects
a key principle of intelligent computing: no single
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learning paradigm captures all facets of a complex
forensic problem.

» CNNs excel at local texture patterns
+ Transformers model global semantic context
* Recurrent networks capture temporal dynamics

+ Frequency analysis reveals invisible spectral
artifacts

The cross-attention fusion mechanism embodies
adaptive intelligent integration — dynamically re-
weighting modalities depending on the specific deepfake

type:
* GAN-based face-swaps: spatial features dominate

» Reenactment deepfakes: temporal consistency is
key

* Dubbed videos: audio-visual sync is decisive

VI. Conclusion and Future Work

This paper presented the Intelligent Deepfake Detection
System (IDDS), a comprehensive intelligent computing
framework unifying six core Al technologies for robust
synthetic media detection.

The proposed CNN-VIiT hybrid spatial extractor, Bi-
LSTM temporal analyser, frequency domain neural
branch, and gated multimodal fusion classifier
collectively achieve:

* 97.4% Accuracy on FaceForensics++ (HQ)

* 98.6% F1-Score

* 0.989 AUC on benchmark datasets
The substantial cross-dataset generalisation gain
(+13.9% on Celeb-DF vs XceptionNet) validates that
intelligent multi-technology integration overcomes the
brittle single-model generalisation problem that has
limited earlier detection systems.

Future Directions

+ Self-supervised contrastive pre-training to reduce
labelled data dependency.

 Adaptation to diffusion model deepfakes with
different spectral characteristics.

+ Edge AI deployment via knowledge distillation and
neural architecture search.

» XAl-integrated forensic explainability for judicial
and journalistic applications.

* Federated learning for privacy-preserving
collaborative model training across institutions.

IDDS — Final Performance Summar
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This adaptive behaviour is a hallmark of intelligent
systems — contextual awareness that directs
computation to the most relevant forensic signal for each
scenario.

The high accuracy, precision, and recall values indicate
that the system effectively minimizes both false positives
and false negatives, making it reliable for real-world
applications. Compared to conventional approaches such
as Haar Cascade and HOG-based models, the system
demonstrates superior robustness, especially in
challenging conditions like varying illumination,
multiple faces, and partial occlusions. Although there is a
slight reduction in performance under extreme
conditions, the overall impact is minimal and does not
affect the system's usability. The system analyzes visual
and audio inconsistencies using AI models to accurately
identify manipulated or synthetic media content.

Accuracy: 97.4% | F1-Score: 98.6% | AUC: 0.989

28 fps | 247M parameters | 3.2x TensorRT speedup
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